Cybersecurity o Keeping our Organizations and our

Families Cybersecure

July 15, 2020

Dr. Keri Pearlson ¢ Executive Director

Cybersecurity at MIT Sloan
Formerly The Interdisciplinary Consortium for Improving Critical Infrastructure Cybersecurity

7/8/20

Cybersecurity Is A Big C|iiuuitemm

Honda Hit by Ransomware:
0 op . Attack Follows Major 2019 Data
welivesecurity - Breach
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At this time Honda Customer Service and Honda Financial Services are
experiencing technical difficulties and are unavailable. We are working
to resolve the issue as quickly as possible. We apologize for the
inconvenience and thank you for your patience and understanding.

© 101 12:43 - 8 Jun 2020

Bad actors accessed a range of personally identifia
alot more

© 136 people are talking about this >

The company’s Twitter feed shows that both Honda Customer Service and
Honda Financial Services, the company’s lending arm, are “experiencing
technical difficulties and are unavailable”.
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Customers facing issues with their vehicles are being urged to DM their
full name, VIN, mileage, address, email, best contact number and other
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200,000

“The average company handles a bombardment of
200,000 security events a day”

Security events

89% of companies say they have been the victim of a
cyber attack in the last 12 months. 1 in 3 say they
have been hacked more than 5 times in the past year.

Source: Harvard Business Review, “Cybersecurity has a serious talent shortage and here’s how to fix it”, Posted online May 4, 2017
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“Only two types of
organizations:
Those that know they have
been attacked, and

Those that don’t YET know
that they have been
attacked.”

- Professor Stuart Madnic
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COVID-19 Has Created the Perfect Storm of Fear,
Uncertainty, Doubt (FUD) and Chaos

[Federal Trade Commission - Profile
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The bad guys have upped their game. "

We have to do the same [T
MIT Sloan

As we all work from home, keeping ourselves, our families
and our organization safe has never been more urgent and
important

1.  Technology (firewalls, spam collectors, etc) cannot keep us 100% secure

2. 90+% of breaches start with some type of ‘human error’
- Phishing emails (fraudulent email sent to trick you into inappropriate action)
-> Fake websites (websites with fake info, bad links, or phony offers)
- Bad files (pdf, xls, etc with extra code embedded in them)

3.  The current pandemic has been accompanied by a major increase in
cyber crime

For more statistics, visit https://www.cyberdefensemagazine.com/cyber-security-statistics-for-2019/
©2020 Keri Pearlson and Cybersecurity at MIT Sloan (CAMS). All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu 6
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Cybersecurity at
Email Scams During Pandemic T

MIT Sloan

-WHO email with Safety

measures (see copy on this slide)

-CDC email: ‘updated new cases b

in your city’ messages (asks for

information and login

credentials) g’*:‘g:wv World Health

% Organization

- Emails purportedly about ; wing e spradng o

government stimulus checks s Rl

asking you for information

- Business email spoofing- emails

look like they come from i

someone in your company and

ask you to do something like click

on a link or wire money to a fake Source: https://www.cybintsolutions.com/trends-in-cybercrime-and-coronavirus/

account
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A file has embedded code in it
& Corona-Virus-Map.com - o X

that gets planted on your system
(malware)

Example: Coronavirus Map (see
image on this page)

-- this map is weaponized with
malware code written into it

-- Steals user name, passwords,
bank account numbers, credit
card numbers and other
sensitive and personal data
stored in a browser.

(source: https://blog.reasonsecurity.com/2020/03/09/covid-19-info-stealer-the-map-of-threats-threat-analysis-report/)

%T‘j Coronavirus COVID-19 Global Cases by Johns Hopkins CSSE

Total Confirmed

Confirmed C

Counts

Mainland

uth Korea

Iran

Others

©2020 Keri Pearlson and Cybersecurity at MIT Sloan (CAMS). All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu

Hubei Mainland
China

Henan Mainland
China

Guangdong Main|
and China

Zhejiang Mainland (%
China

8




7/8/20

Ransomware and Blackmail Attacks

Cybersecurity at
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Ransomware is when the
malicious actors steal data from
a company and/or lock up the
systems/laptops and hold the
owner hostage for payment

Ex: NetWalker is using a file it
created called
“CORONAVIRUS_COVID-19.vbs”.
Sounds like something
important, but actually puts code
on machine that encrypts files
then displays note (see image on
this slide)

You are asked to follow
instructions to get your files and
system back (and sometimes

that won’t even fix things
©2020 Keri Pearlson and Cybersecurit:
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"1 1FD385-Readme.txt - Notepad
File Edit Format View Help

Hi!
Your files are encrypted by Netwalker.

ATl encrypted files for this computer has extension: .1fd38s

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer silows down,

and your heart rate has increased due to the ability to turn it off

then we recommend that_you move away from the computer and accept that you have been compromised.
Rebooting/shutdown will” cause you to lose files without the possibility of recovery.

our encryption algorithms are yery strong and your files are very well protected,
the only way to get your files back is to cooperate with us and get the decrypter program.
Do not try to recover your files without a decrypter program, you may damage them and then they will be impossible to recover.

For us this is just business and to prove to you our seriousness, we will decrypt you one file for free.
Just open our website, upload the encrypted file and get the dectypted file for f

Steps To get access on our website:

1.pownload and install tor-browser: https://torproject.org/

2.0pen our website: rnfdsgméwb6j6sustxkekwaudya7kp2eatvuzdéxhynscsaltapdrqqd. onion
3.Put your personal code in the input form:

{code_1fd385:
26b8HBU1 SeECORITST7R6QUITHIUKDCS CSLHRWGDPVXNQGE 1631
qYOD6g2fRZhNWpP7Z22Gmy50M7Qa4 YGL CWwCyQuQdwRpMmp4 412 §
AulusLK+Qkqt/86D7 eGpZdHxQvpDOb12PyFBPIPI1Y31SMONRL
XsBqF 1£DINPZFxekv] eRCOUQMUDAMbF VKBKF GTEN XOMNMF 862
UsYMF3/Pwcxh0oxdASTUTG6ULBRX 1PSTWPQLO8ZPLXMAOjwWFOP
G/Mgy8h1KGTEYHIr UBVATZwP123r x5121g+KNyow==}

IT Sloan (CAMS). All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu

Source: https://www.mcafee.com/blogs/other-blogs/mcafee-labs/covid-19-malware-makes-
hay-during-a-pandemic/#_Toc37776308

Working From Home Vulnerabilities

Cybersecurity at

HHTHIT
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-Webinar software hack: We are
seeing uninvited guests log into

Zoom meetings (Zoom Bombing).

-Mixing networks: We are seeing
workers at home using the same
network as children at ’virtual
school’ and family members
playing/surfing the net.

- VPNs- We are seeing
compromises to company-
managed VPNs. Be sure you
have the latest security for your
access to your company VPN

©2020 Keri Pearlson and Cybersecurity at MIT Sloan (CAMS). All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu
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Fake Pharmacies and Remedies

Cybersecurity at
p N

-Increased number of spam
campaigns using fake news
about virus-preventing
meds/remedies

-Designed to spread malware or
get you to spend money (but not
deliver anything for it). This is
called “clickbait”- hackers try to
get you to click on something.

- Best case is just to increase SEO
of other questionable sites

MTSloan

Research Labs: Application Security, COVID-19

Pharmacy Spam

Avishay Zawoznik
Feb 11,2020 * 4 mins read

Concern over Coronavirus Leading to Global Spread of Fake

©2020 Keri Pearlson and Cybersecurity at MIT Sloan (CAMS). All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu 11
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June 27, 2020: Fake Face Mask Exempt Cards

NEWS .
The Coronavirus

Outbreak >

&he New Hork Eimes

M P—— ==
FACE MASK EXEMPT CARD

Cards for sale that claim to exempt people from wearing masks
during the coronavirus pandemic are fraudulent, federal officials

said.

erstanding Superspre,

The card shows the U.S.
Justice Dept logo and
says:

“Wearing a face mask
posses (sic) a mental
and/or physical risk to

me. Under the
Americans with
Disability Act (ADA), |
am not required to
disclose my condition
to you.”

https://www.nytimes.com/2020/06/28/us/fake-face-mask-exemption-card-coronavirus.html 12
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 CAMS Research: p—
Building a Culture of Cybersecurity ’ullrllsllllll
How can we create a culture of

cybersecurity in our organizations
(like our culture of safety)?

Our research suggests that changing values

attitudes and beliefs is the key to creating
cybersecure behaviors.

©2020 Keri Pearlson and Cybersecurity at MIT Sloan (CAMS). All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu
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Cybersecurity at

MIT Research: Build Values, Attitudes and Beliefs to i
Drive Secure Behaviors

MIT Cybersecurity Culture Model

External Influences Values

S

“ Behaviors
Managerial ' Beliefs
Mechanisms
For more information: https://cams.mit.edu/research
©2020 Keri Pearlson and Cybersecurity at MIT Sloan (CAMS). All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu 15
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1o Summarize: oy
Some Things to Look Out For I

MIT Sloan

Calls, emails or texts about government stimulus, COVID-19 remedies,
or anything asking for SSN or other personal information

Online ads for masks, ppe, test kits, vaccinations, medicines, and other
things we are seeking during COVID-19. Make sure anything you buy is
from a reputable source

Demands for payment from utility company, phone company, internet
company, bank/credit card company, etc. All of these kind of requests
must be verified before you send any money to anyone.

Emails or calls from coworkers or company officials that you did not
expect. Contact them separately (do not just ‘reply’ to the email) to
verify.

©2020 Keri Pearlson and Cybersecurity at MIT Sloan (CAMS). All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu
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Call to Action: What You Can do Today to Help Protect Your O

Family and Your Organization T

6.

MIT Sloan
Make sure your laptop, cell phone and apps are up to date (install all patches,
updates, etc. Many are designed to fix vulnerabilities)

Protect your key assets (bank account/credit cards). Change your passwords.
Use dual authentication where you can. Check your email here to see where
it's been compromised (https://haveibeenpwned.com ).

Do not click on emails or websites that you do not know well. If you do,
contact your IT support immediately so they can tell you what to do next.
Model the values, beliefs and attitudes you want from those around you.
Make heroes out of those who do things to protect digital assets. Show them
it's one of your priorities and it will become important to them too.

Share ideas with your family, friends and coworkers. Bring the issue out in the
open and discuss it...the bad guys thrive on FUD and chaos (and COVID19
has all of this)

Keep aware of the latest breaches so you know if you are affected

©2020 Keri Pearlson and Cybersecurity at MIT Sloan (CAMS). All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu
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Our Research Group: Cybersecurity at MIT Sloan bt of
(CAMS) LLLELEL
MIT Sloan

Our strategic objective: Raise the
cybersecurity level of all organizations

(public/private, big/smal,

I global/domestic).
. ]
]

We research the fundamental issues of
cybersecurity strategy, leadership and
management
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We are funded by companies like yours

|
| For more information:
https://cams.mit.edu/
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THANK
YOU!

Check out our Cybersecurity for Executives (online or in person)
Executive Education Programs at https://executive.mit.edu/

More info available at: https://cams.mit.edu or contact me at:
kerip@mit.edu
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